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Abstract. Sensor networks have become an important source of data
with numerous applications in monitoring various real-life phenomena as
well as industrial applications and traﬃc control. However, sensor data
are subject to several sources of errors as the data captured from the
physical world through these sensor devices tend to be incomplete, noisy,
and unreliable, thus yielding imprecise or even incorrect and misleading
answers which can be very signiﬁcative if they result in immediate critical
decisions or activation of actuators. Traditional data cleaning techniques
cannot be applied in this context as they do not take into account the
strong spatial and temporal correlations typically present in sensor data,
so machine learning techniques could greatly be of aid. In this paper, we
propose a neuro-fuzzy regression approach to clean sensor network data:
the well known ANFIS model is employed for reducing the uncertainty
associated with the data thus obtaining a more accurate estimate of
sensor readings. The obtained cleaning results show good ANFIS performance compared to other common used model such as kernel methods,
and we demonstrate its eﬀectiveness if the cleaning model has to be implemented at sensor level rather than at base-station level.
Keywords: Sensor networs, data cleaning, regression, neuro-fuzzy.

1

Introduction

Sensor networks are deployed in various domains to acquire information about
diﬀerent physical phenomena in real-time. Each sensor node has embedded
processor capability, and potentially has multiple onboard sensors, operating
in the acoustic, seismic, infrared (IR), and magnetic modes, as well as imagers
and microradars. The data acquired are typically not directly usable as they
suﬀers from three problems: a) noise because of inaccuracy in hardware sensing
and transmission and unfavorable environmental conditions and limited battery
power further exacerbates this problem; b) missing values usually occur due to
packet loss and node failure; c) incompleteness, since sensors sample continuous
physical phenomena at discrete time intervals. All these problems seriously impact the quality of data obtained from such networks. The aim of the industry,
indeed, is to manufacture tiny, cheap sensors that can be deployed everywhere
and disposed when depleted. Consequently, noise, imprecision and inaccuracies
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are inevitable in these cheap sensors [3]. It is extremely important that data
from these sensors be reliable since actions are usually taken based on their
readings. Dirty data can lead to detrimental eﬀects since they may be used in
critical decisions or in the activation of actuators. This is why data cleaning has
assumed such a prominent role in last years in sensor networks and calls for new
automated approach to address its goal. Data cleaning is a procedure inherited
from data mining [4] where the focus has been primarily in the context of information integration and data-warehousing [11],[12]. However, the nature of sensor
network data is inherently diﬀerent, and previous approaches cannot always be
applied directly in this domain. The work done on data cleaning in the context
of sensor network data is still limited but the most use statistical and machine
learning techniques, such as Bayesian approach [3], Kalman Filtering [10] and
Kernel methods [7] just to mention a few. According to these approaches, the
aim is to construct a regression model and, through which, reduce the noise in
the sensor readings and ﬁll in the missing ﬁelds.
The present paper is in the same direction. We propose to adopt a neuro-fuzzy
system, namely, ANFIS [5], that provides us a way to deal with imprecision and
vagueness, typical of sensor data, thanks to fuzzy sets and fuzzy reasoning [9]
while giving us the learning ability of neural networks [1]. Furthermore, since
cleaning can be performed either at the individual sensors or at the base station
[3], ANFIS turns to be a lightweight model if the sensor level implementation is
chosen.
The paper is organized as follows. Section 2 reports the proposed method,
whilst in section 3 we brieﬂy overview the ANFIS theoretical foundation and
provide some details on kernel methods we used as benchmark statistical learning model for regression. In section 4 we describe the application of the ANFIS
model to the Intel Berkeley Lab Data set[8], illustrating the obtained results and
comparing them with kernel methods. Finally, section 5 provides some concluding remarks.

2

Regression Based Sensor Network Data Cleaning

The sensor network data cleaning procedure we propose behaves as follows. The
idea is ﬁrstly to build a regression model which is used to approximate the point
distribution coming from the sensor network readings. In order to compute the
regression model for the sensors the learning algorithms need to be trained on a
past time interval. Training is accomplished oﬀ-line, mainly at the base-station
level. Once the regression model is derived from a training sample of sensor
network readings, it describes the behavioral model of the sensors. This behavior
is adopted to correct the sensor readings in two ways:
– replacing the readings of the training sample by the regression function itself
which can be also used to ﬁll in the missing readings;
– by correcting new sensor readings on the base of the regression model predictions. This step could be performed either at base-station level and at
sensor level. The latter is done on-line.
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Basically, since we are modeling the behavior of each sensor with respect to the
entire sensor network and the space-temporal relations between them, the error
corresponding to each sensor is a random variable whose error may be approximated by the regression model RMSE (Root Mean Square Error) estimation
on the training sample. Determining the behavioral model of each sensor in the
network corresponds to derive the sensor error models. Therefore, if the diﬀerence between new sensor readings (yid ) and the model estimates (ŷid ) are less
than the RMSE, then new sensor readings are considered reliable, otherwise the
new readings are replaced by the model estimates plus (or minus) the RMSE.
In this way the new readings fall between [ŷ − RM SE, ŷ + RM SE].
Formally speaking, let yid , ŷid and ycid be respectively the new sensor (with
identiﬁer number id) reading, the sensor reading estimate and the corrected
sensor reading, and ê the RMSE, we deﬁne:

yid
if |yid − ŷid | < ê
(1)
ycid =
ŷid ± ê if |yid − ŷid | ≥ ê.
In this way, modeling the temperature behavior as example, from equation 1, if
temperature values suddenly increase for an accidental reason, the reading will
be suitably corrected without altering the peculiar characteristics of the observed
physical phenomena (the temperature values in a given environment).
To deal with the uncertainty of data readings, we chose to model it by adopting fuzzy memberships and fuzzy rules in the modeling phase. Speciﬁcally, we
adopt a neural network based fuzzy logic system (NFS) for modeling. NFSs
merge ideas from fuzzy control and neural networks, and possess the advantages
of both neural networks (e.g. learning abilities, optimization abilities) and fuzzy
control systems (e.g. human like IF-THEN rule thinking and ease of incorporating expert knowledge). The main purpose is to apply neural learning techniques
to ﬁnd and tune the parameters and/or structure of the system. Two major types
of tuning are required: structural tuning and parametric tuning. Structural tuning involves tuning of the structure of fuzzy logic rules such as the number of
variables to account for, the number of rules and the conjunctions that constitute them, and so on. Once a satisfactory structure of the rules is obtained, the
NFS needs to perform parametric tuning. In this parameter-learning phase, the
possible parameters to be tuned include these associated with membership functions such as centers, widths, and slopes, the parameters of the parameterized
connectives and the weights of the fuzzy logic rules. Supervised learning, which
require a teacher to specify the desired output vector is suitable for parameter
learning to adjust the parameters of fuzzy logic rules and/or membership functions for the desired output in neuro-fuzzy control systems. In cases where the
membership functions are diﬀerentiable, gradient-based learning methods (e.g.
Back-Propagation algorithm) for parameter learning can easily derived. In the
next section we brieﬂy describe the neuro-fuzzy system we adopted to build the
regression model and provide a brief insight into kernel methods for regression
which are used for comparative purposes.
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Neuro-fuzzy and Kernel Models for Regression
ANFIS

Among NFSs, an important role can be played by Adaptive Neuro-Fuzzy Inference Systems (ANFIS)[13]. In fact, such computational models can be used as
predictors by means of a suitable transformation of the prediction problem into
a function approximation one. An ANFIS network performs the approximation
of an unknown mapping y = f (x), f : R N → R, by implementing a fuzzy inference system constituted by M rules of Sugeno ﬁrst-order type. The k − th rule,
k = 1, . . . , M gets the form:
(k)

(N )

If x1 is B1 , . . . , and xN is BN

then y (k) =

N


(k)

(k)

pj xj + p0 , (2)

j=1

where x = (x1 , . . . , xN ) is the input pattern and y (k) is the output associated
to the rule. The antecedent part of the rule is characterized by the membership
(k)
functions μB (k) (xj ) of the fuzzy input variables Bj , j = 1, . . . , N , while the
j

(k)

consequent part is characterized by the coeﬃcients pj , j = 0, . . . , N of the crisp
output y (k) . Several alternatives are possible for choosing the fuzziﬁcation type
of crisp inputs , the composition of input membership functions, and the way rule
outputs are combined [5]. By using the commonly adopted options in this regard,
the overall ANFIS output will be obtained by the following approximation model:
M
y=

k=1

μB (k) (x)y (k)

μB (k) (x)

,

(3)

where y is the estimated output of the actual value y = f (x), and μB (k) (x) is the
overal input membership function of the k−th rule, which can be obtained either
by a direct estimation procedure or by the composition of the corresponding
input membership functions, i.e. μB (k) (xj ), j = 1 . . . , N . For further details, the
j

reader main refer to [5].
3.2

Kernel Methods

Kernel methods [6] is a class of pattern recognition technique, in which the
training data points, or a subset of them, are kept and used also during the
prediction phase. The kernel approach to pattern analysis ﬁrst embeds the data
in a suitable feature space, and then uses algorithms based on linear algebra,
geometry and statistics to discover patterns in the embedded data. For models
which are based on a ﬁxed nonlinear feature space mapping φ(x), the kernel
function is given by the relation




k(x, x ) = φ(x)T φ(x ).

(4)
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Let us consider a linear regression model whose parameters are determined by
minimizing a regularized sum-of-squares error function given by
J(w) =

N
2 λ
1  T
w φ(xn − tn ) + wT w
2 n=1
2

(5)

where λ ≥ 0. By solving with respect to w and applying some matrix algebra
manipulations (see [1] for details) we obtain the following prediction for a new
input x
y(x) = wT φ(x) = aT Φφ(x) = k(x)T (K + λIN )−1 t
(6)
where we have deﬁned the vector k(x) with elements kn (x) = k(xn , x). Thus we
see that the dual formulation allows the solution to the least-squares problem

to be expressed entirely in terms of the kernel function k(x, x ). K is the Gram
matrix and t is the target vector corresponding to the training data. The advantage of the dual formulation is that it is expressed entirely in terms of the kernel

function k(x, x ). We can therefore work directly in terms of kernels and avoid
the explicit introduction of the feature vector φ(x), which allows us implicitly
to use feature spaces of high, even inﬁnite, dimensionality.

4

Experimental Results

Our proposed approach using ANFIS, has been evaluated on the Intel Lab data
set [8] of public domain, containing readings collected from 54 sensors deployed in
the Intel Berkeley Research Lab. Sensors with weather boards collected humidity,
temperature, light and voltage values once every 31 seconds. The complete data
set consists of approximately 2.3 million readings collected from these sensors.
The format of the data set is as follows: date, time, epoch, mote ID, temperature,
humidity, light, and voltage. Here we considered time, temperature, humidity,
voltage and light as input features leaving, in turn, one feature out from this set
(except time) as output variable to model
We conceived two groups of experiments, namely: (a) single sensor modeling,
according to which we model the behavioral model of every sensor of the entire
network, i.e a model for every sensor out of 54 sensors; (b) near group sensors, in
which we model the behavior of a chosen sensor by also considering the readings of
some (typically four) neighbor sensors, all done for every sensor out of 54 sensors.
The experiments have the aim to prove that, trained in this way, ANFIS is able
to hold the temporal and also the spatial relations between sensors. The training and test sets were built by sampling the sensor reading each hour, covering
one calendar month (February-March). So doing, each training set correspond to
960 sensor readings (about three weeks of time period) and each test set to 180
readings (about one week). ANFIS needs to model the time series coming from
our data sets. For comparative aim, we also considered the results obtained by a
polynomial regression kernel (the polynomial kernel was chosen after a group of
experiments aimed to assess the most performing kernel with these data sets).
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In the following, we only illustrate, due to page limits, the obtained ANFIS
results on sensor 1 and sensor 1 and its four neighbors when modeling the temperature. The results are then compared with those obtained by adopting the
polynomial kernel. Fig. 1, shows the regression curves approximating the sensor 1 temperature behavioral model, both for ANFIS and polynomial kernel.
The quality of the approximations on the test set are comparable as well as the
RMSE obtained on the same set (6.21 for polynomial kernel and 8.21 for ANFIS). The temperature models for sensor 1, on the basis of its four neighbors are
depicted in Fig. 2. Here, the models are qualitatively worst especially for ANFIS,
even though the overall behavior of the sensor is well reproduced without following the sudden temperature range which occurs in the last tail of the readings.
The obtained RMSE conﬁrm this; we got 9.86 for polynomial kernel and 12.81
for ANFIS. The second experiment on the sensor 1 and its neighbors, clearly
prove that the ANFIS model is inherent able to consider the spatial relationship
between sensors.
Next, we applied to sensor 1 and sensor 1 and its neighbors, through the
behavioral model obtained by ANFIS, the correction (1) to the sensor readings,
obtaining the cleaned values which give rise to the curves showed in Fig. 3. The
considered RMSE for the cleaning is that one obtained on the training sets (1.56
for sensor 1 and 1.88 for sensor 1 and its neighbors). As emerges from the ﬁgures,
the cleaning procedure makes possible to hold the normal behavior of the sensors
without acquiring outlier values due to exceptional events or to noise.
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Fig. 1. Sensor 1 temperature estimate. Left: Training sets, Right: Test sets. Up: The
model by ANFIS, Down: The model by polynomial kernel.
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Fig. 2. Sensor 1 and neighbors temperature estimate. Left: Training sets, Right: Test
sets. Up: The model by ANFIS, Down: The model by polynomial kernel.
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Fig. 3. Temperature reading corrections: Left: Sensor 1; Right: Sensor 1 and its four
neighbors. The circled areas highlight the points where the diﬀerence between model
estimates and sensor readings exceed the RMSE.

5

Conclusions

We proposed a neuro-fuzzy approach to sensor network data cleaning. Basically,
the cleaning procedure is based on the computation of the behavioral model of
the sensors through a regression approximation obtained by ANFIS and correcting the sensor new reading on the base of the RMSE provided by ANFIS
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on the training set. ANFIS was compared with a polynomial regression kernel.
This latter model is able to provide more accurate results, however, the ANFIS
approach is preferable since its computational lightweight. This is because, the
kernel methods are memory based learning systems, i.e. systems which need the
training data set to compute the prediction on the test sets. This makes kernel
methods completely inadequate for a sensor level implementation. ANFIS, on
the other hand, while giving only little bit less accurate predictions, is more
suitable for both base-station level and sensor level implementations.
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